l@ OXYRA X Built for privacy.

Designed for real world use.

WHITEPAPER

OXYRA-X

Redefining Privacy and Utility in the
Decentralized Economy

A decentralized privacy coin bridging compliance and confidentiality.
Designed for users who value both utility and anonymity.

Version 1.0 - July 2025 Published by OXYRA-X FOUNDATION LTD.



Table of Content

Abstract 02
Problem Statement & Background 04
Core Values & Privacy Architecture of OXYRA X 06
Absolute Privacy by Design 07
Real-World Usability 08

Decentralization & Censorship Resistance

Legal & Commercial Compatibility

Technical Pri Archi RingCT, Stealth, Dandelion++)

Human-Centered Privacy UX

Technical Architecture Overview

Ledger and Network Design
Cryptographic Transaction Flow

Swap & Validation Infrastructure

Security & Performance Considerations

Future Extensions

Tokenomics

Total Supply & Token Structure

Allocation Breakdown

23

24
25

Lgue conem qui vola opestiae oapt uo elibaaopus mo modis quidell uptature puias autvolorun trum eaqui quamet

ommo odigendis mil molupti accaaopt bor mil maio vitium invernatur aut facepreiciumo.



Vesting Schedule
Ecosystem Incentives
Governance Model & Transparency

Utility & Use of Token

Use Cases 06
E-Commerce & Online Payments 07
P2P Transfers 08
Creator Economy & Freelancer Payments
VPN & Sensitive Data Services
Real-World Retail Integration
Governance Participation
Roadmap 17
Legal Notice & Disclaimer 19

Regulatory Disclosure
Risk Factors

Subject to Change

Lgue conem qui vola opestiae oapt uo elibaaopus mo modis quidell uptature puias autvolorun trum eaqui quamet

ommo odigendis mil molupti accaaopt bor mil maio vitium invernatur aut facepreiciumo.



The Power of
Visionary Leadership

OXYRA X

\

/

Whitepaper 2025.07
OXYRA-X Limited
(Version 1.0)

# OXYRA X: The Future of Privacy-Focused Digital Currency

OXYRA X is an innovative digital currency that prioritizes
privacy, built on the solid foundations of Monero. It offers a
powerful blend of anonymity and real-world usability to meet
the increasing demand for privacy in financial transactions.
Unlike traditional blockchain networks that focus on
transparency, which can expose sensitive transaction details
such as sender, receiver, and amounts to public view, OXYRA X
takes a different approach.

To overcome these challenges, OXYRA X utilizes advanced
cryptographic  methods, including Ring Confidential
Transactions (RingCT) and Stealth Addresses. These
technologies are designed to keep all transactions
untraceable and unlinkable.

In addition to its strong privacy features, OXYRA X is crafted for
widespread adoption. It boasts a lightweight architecture,
compatibility with various wallets, and remarkably low
transaction fees, making it user-friendly for everyday
individuals. The token will initially debut as a BEP-20 asset to
facilitate early distribution and liquidity, followed by a smooth
transition to a native privacy-preserving mainnet.

More than merely a cryptocurrency, OXYRA X aspires to set the
global standard for confidential digital payments, effectively
bridging the gap between genuine financial sovereignty and
practical utility in a decentralized economy.

Fret Sl

Chief Executive



Financial privacy for

Problem Statement & "
Background
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Because transparency without privacy is a vulnerability

Blockchain technology has revolutionized digital finance by introducing decentralization and trustless transactions.
However, its defining characteristicfull transparency has also introduced a critical flaw. In most public blockchains such as
Bitcoin and Ethereum, every transaction is permanently recorded and visible on a public ledger. This includes sender and
recipient addresses, transaction amounts, and the complete history of interactions.

Rising Health Risks in Numbers

While such transparency may benefit institutional audits or regulatory * NoTransactional Confidentiality

monitoring, it poses significant threats to personal privacy, corporate Al transfers are publicly recorded,
confidentiality, and digital autonomy. The open nature of these ledgers making privacy impossible by default.
enables tracking, profiling, and behavioral analysis by third parties,

including governments, corporations, advertisers, and even malicious » Wallet Balance Exposure

actors. This surveillance can lead to targeted harassment, financial

N ) ) Anyone can view wallet holdings and
discrimination, extortion, and censorship. y 9

track spending habits in real time.

Several core limitations of traditional public blockchains include: o .
e Traceability via Off-chain Data

e Lack of confidentiality: All transaction data is permanently Blockchain analytics tools can link
accessible to the public. addresses to real-world identities.

¢ Exposure of account balances and transaction patterns.

» Traceability that links wallet addresses to real-world identities using e Censorship & Targeting Risks

off-chain data. Public financial activity opens the door

to deplatforming, profiling, and attacks.
These issues are not theoretical. Real-world cases have emerged where P 9P d

exchange data leaks, large transaction visibility, and address monitoring
have resulted in personal risk or corporate espionage.

60% 80%

Linkable Metadata Surveillance Lack of
Identity Traces Vulnerability Growth Privacy Tools
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Core Values & Privacy Architecture

Built on principles. Engineered for privacy

+ 0 %

Real World Usability

Absolute Privacy Censorship Resistance = Compliance Aware

No central control or
interference.

Privacy-first, but
regulation-ready.

Every transaction is
private by default.

Designed for fast,
mobile-friendly
payments.

4 Reasons Privacy Matters in Digital Finance

In today’s hyper-connected financial systems, transparency without privacy exposes individuals to risks ranging from
identity theft to political targeting. Most public blockchains allow anyone to track wallet activity, analyze user behavior, and
associate transactions with real-world identities. This undermines personal freedom and discourages the use of
decentralized technologies in sensitive contexts.

OXYRA X believes that privacy is not a luxury, but a fundamental requirement for financial inclusion and autonomy. The
following four reasons illustrate why embedded, default privacy is critical for the future of digital finance.

1. Restores Financial Sovereignty 3. Enables Safe Use in High-Risk Environments

In an era of increasing financial surveillance and
institutional control, OXYRA X empowers individuals to
regain full control over their money. By eliminating
centralized oversight and offering privacy by default, it
enables users to transact freely without relying on third
parties or exposing their financial behavior to outside
actors.

2. Protects Users from Surveillance and
Profiling

Most public blockchains expose detailed transaction
histories, allowing governments, corporations, and
analytics firms to monitor behavior, spending habits, and
wallet relationships. OXYRA X neutralizes these threats by
anonymizing all transactional data, making it impossible to
link activity to real-world identities.
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In politically sensitive regions or under oppressive regimes,
transparent financial tools can endanger users. OXYRA X
provides censorship resistance and transaction invisibility,
giving users in such environments the ability to participate
in the digital economy without fear of targeting, blocking,
or retaliation.

4. Prepares for the Next Wave of Decentralized

Adoption

As decentralized finance continues to grow, privacy will
become essential for mainstream adoption. OXYRA X is
built not only to protect today’s users but also to scale with
future platforms, applications, and global commerce—
offering seamless integration without compromising
confidentiality.



Privacy Architecture

Privacy Built In, Not Added On

Ring Signatures

OXYRA X uses ring signatures to
conceal the sender's identity by
mixing their transaction with decoy
inputs. This makes it mathematically

Stealth Addresses

Each transaction creates a one-time,
untraceable public address for the
recipient. This prevents address
reuse and ensures that only the

RingCT

RingCT hides the transaction amount
using zero-knowledge range proofs.
Observers cannot determine how
much was sent not even network

impossible to determine  which recipient can identify their funds. participants.

address actually sent the transaction.
Your receiving address is never Protects your financial activity from

exposed, protecting you from being quantified or profiled.
surveillance or wallet mapping.

Cono iem qui core ase qui ad etiur
epre pers ped ation aoeicont hicitib
eritist, esti dolupta tema oribea vent.
Ulparum ereium dent eatque

Every transaction is indistinguishable
from a crowd, ensuring plausible
deniability.

TRADITIONAL BLOCKCHAINS (0)4 (17.9.4

Traditional

Sender Visibility Public and traceable Hidden via Ring Signatures

Recipient Address Reusable and exposed One-time Stealth Addresses

Transaction Amount Always visible Encrypted with RingCT

|P and metadata vulnerable Obfuscated via Dandelion++ Protocol

Network Tracking Risk
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Technical Architecture Overview

Privacy-first architecture, built for real-world adoption

OXYRA X is a non-mineable, wrapped privacy token engineered to provide confidential digital transactions without relying
on public validators.

Unlike traditional blockchains where every transaction is recorded on a public ledger, OXYRA X ensures that the sender,
receiver, and amount remain invisible by default.

Initially launched as a BEP-20 token for liquidity and accessibility, users can later swap to the native privacy-preserving
OXYRA X coin through a secure, non-custodial bridge.

The native ledger operates without mining, relying on cryptographic proofs and multisig confirmations to validate activity
and maintain trustless integrity.

Built with performance in mind, OXYRA X eliminates the need for full-node validation while preserving zero-knowledge
security guarantees, fast mobile sync, and ultra-low fees.

What Consumers Value Most

Ereces rem sitatio sanditi aiumet repe voleste maom similit, quam est re 8 50/
repe nisqua opam aliberi orei aictes et har patem resto atame non pratet aut (o]
ipid quas ute mudit odit fuopgit, inverfe remolupta ea nisol uptae iaquam

ratiossit laceribus esectio et volore prem hari as dolor aerum hillauop.

» Validator-Free Ledger Design Peace of Mind

Uses multisig confirmation and zk-proofs instead of mining or staking.

¢ Seamless Token Migration
Smart contract-based 1.1 bridge from BEP-20 to native OXYRA X. 7 OO/
(o]

* Local Balance Decryption

Only wallet owners can view balances using their private key. No public
indexing. Added Services

At OXYRA X, we believe that true financial privacy should be effortless,
universal, and unbreakable.

Our architecture is designed to protect every user by default without
the need to toggle settings, study cryptography, or trust third parties.

65%

Whether you're a developer, investor, or everyday user, OXYRA X
empowers you to transact freely and securely without leaving a trace.
Privacy isn’'t an add-on. It's the foundation. Flexibility

WHITEPAPER | 2035



Beyond Basics

Secure by Design, Engineered for Simplicity

Built-in privacy, flexible architecture, and frictionless functionality

Unlike traditional blockchains that expose every transaction detail, OXYRA X delivers complete privacy and flexibility
without compromising usability. From anonymized transfers to modular upgrades, each technical component is designed
to protect user freedom and support long-term growth in real-world scenarios.

1. Modular Privacy Engine

2. Stateless Validation

3. Seamless Swap
Infrastructure

4. Decentralized Routing
Layer

Adaptive cryptographic layers based on user context and
application type

OXYRA X supports multiple privacy techniques including RingCT, stealth
addresses, and Dandelion++. Each layer operates independently and can scale to
suit future regulatory or commercial use cases.

Zero need for miners or validators cryptographic proofs do the work

Rather than rely on energy-intensive validation models, transactions are verified
through mathematical proofs, ensuring scalability, cost-efficiency, and neutrality.

Non-custodial bridge from BEP-20 to native token, fully auditable

Users lock their tokens in a smart contract and mint native coins 1:1. Every swap is
signed, timestamped, and recorded using zk-proof inclusion to ensure
transparency without exposure.

Dandelion++ propagation to anonymize IP and broadcast behavior

Even the act of sending a transaction is protected. Instead of instant public
broadcast, OXYRA X relays transactions through randomized hops to conceal
origin.

Private by Default. Ready for Anything

Whether you'’re building apps, processing payments, or just sending funds privately, OXYRA X ensures your
transactions remain confidential, fast, and future-ready.
Our architecture empowers users and developers alike — no matter how complex the use case or how sensitive the

environment.
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TOKENOMICS

Built to Sustain a Private Financial Ecosystem

OXYRA X is designed with a long-term economic model that supports privacy,
participation, and decentralization. The token supply is fixed, distributions are
transparent, and incentives are structured to encourage meaningful
contribution over speculation.

From utility-based spending to community governance, every element of the
OXYX tokenomics model reflects the core philosophy of user empowerment and
protocol sustainability.

200M 1:1 0%

Total Token Supply BEP-20 to Swap Rate Fixed Supply
TOKEN ROLES FUNCTION IN NETWORK (%)
Medium of Exchange Anonymous payments and peer-to-peer transfers 84%
Doctor Hotline Rewards for participation, security, content, etc. 67%
Health Rewards Voting on network proposals and DAO upgrades 42%
Emergency Support Funding for partners, integrations, and grants 38%
App-Based Support Controlled usage of reserve funds 51%

Sustainable Supply Design « Treasury Transparency

OXYRA X will never mint new tokens beyond the initial 200 million supply. All Quarterly reports and on-chain
allocations, burns, and distributions are transparently managed by smart logs track every movement.

contracts and multi-signature wallets. . .
¢ Compliance-Aware Vesting

Team, advisor, and ecosystem
tokens are locked with smart

From content creators to node operators, contributors are rewarded with OXYX contract schedules.
based on verifiable on-chain actions. No artificial inflation, no passive airdrops.

Incentive-Driven Participation

e Utility-Based Token Flow ¢ Gradual DAO Integration
Tokens circulate based on actual Governance rlghtS will prOgreSSiVely move to
usage and transaction demand. token holders through proposals and voting.
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TOKEN DISTRIBUTION

Transparent Allocation for Long-Term Growth

Designed for OXYRA X maintains a fixed total supply of 100 million tokens with no possibility of

. .. future inflation. Every token is pre-allocated to specific purposes with built-in
sustalnablllty smart contract-based vesting, ensuring accountability and long-term value
governed by alignment. No token is released arbitrarily — every distribution supports the

integrity and growth of the ecosystem.

transparency
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Why Token Distribution Matters

OXYRA X prioritizes distribution integrity to prevent centralization and
speculation. All major allocations follow vesting schedules, with public unlocks
recorded on-chain. This ensures that no single entity can manipulate market
supply, and that every token serves a function — whether it's to grow the
ecosystem, reward contributors, or support network governance.

Reserve Fund
Marketing & Listings 5.3%
10.5%

Strategic Partnerships
10.5%

Ecosystem Development
52.6%

Public Sale

10.5%

Team & Advisors
10.5%

10



Private Transaction Lifecycle

From wallet to network — how privacy is preserved at every step

In the OXYRA X ecosystem, every transaction follows a lifecycle designed to prioritize privacy, decentralization, and

usability.

From the moment a user initiates a transfer, our system ensures that their identity and transaction data remain protected.

This section outlines the key stages of a private transaction on OXYRA X, including wallet interaction, stealth address
generation, zero-knowledge proof validation, and final ledger entry.
Each step reinforces our core principle: privacy without compromise

STAGE DESCRIPTION

Wallet Interaction Users sign transactions locally; private keys never leave their device.

Stealth Address Creation A new unique stealth address is generated for each transaction.

ZK-Proof Validation Zero-knowledge proof confirms validity without revealing sender/amount.
Ledger Commitment Encrypted transaction is recorded on-chain, untraceable to the origin wallet.

Privacy Transaction Flow

From transaction initiation to ledger confirmation — your privacy is protected every step of the way.

In OXYRA X, every transaction is processed through a multilayered privacy protocol.
Users initiate transfers through the wallet app, which then routes the transaction through stealth addresses, zero-

knowledge validation, and encrypted broadcast.

This architecture ensures the sender and recipient remain unlinkable on-chain — no transaction reveals wallet identity or

amount to third parties.

Privacy is built into the infrastructure itself, not just added on top.

We turn complex claims into
a smooth digital experience

Submit via Wallet - User starts the
transaction within the OXYRA X wallet.

The app signs the transaction locally without
exposing the private key.

Encrypt & Submit - The transaction data is
encrypted and submitted to the OXYRA
network using stealth routing protocols.
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Stealth Addressing - Each transaction is
sent to a unique, one-time stealth address,
unlinkable from the sender.

ZK Verification - A zero-knowledge proof
validates the transaction without revealing its
origin, destination, or amount.

Private Settlement - Funds are delivered to
the recipient wallet. The network preserves
complete anonymity end-to-end.

1



Q4 2025 \ Q1 2026

- Launch of OXYRA X SPL Token - Development of Native Bridge to
- Initial DEX Offering on Raydium OXYRA Mainnet
- Partnership Announcements (Wallets,

03 Privacy Advocates)

Q2 2026
04

- Launch of OXYRA Mainnet (PoW + P Q3 2026
Privacy Layer)
- Release of Native Mining Hardware

SDK - Listings on Major DEX Aggregators

- Open Beta: Private Transaction Testing
Environment

05

Q4 2026

- Mobile Wallet with Privacy Routing

(dApp)
- Community Governance Alpha

(Proposal Submission + Voting)
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